MsSAM:Methods to support shared analysis for mobile investigators. A task analysis to support the integration of wearable computer technology into crime scene investigation.
Paul Smith ¦ , Chris Baber ¦ , James Cross ¦ , John Hunter*, Sandra Woolley ¦ ¦ Dept. of Electronic, Electrical and Computer Engineering, The University of Birmingham * School of Antiquities, The University of Birmingham T he MsSAM project focuses on forensic practice, from the perspective of distributed cognition 6 and its application to crime scene investigation. The research analyses the process of completing crime scene tasks and objectives, the supporting framework within which the practitioner is required to perform, and the human factor elements that affect the Crime Scene Investigator (CSI). Through understanding and analysing the process of crime scene investigation, a theory of technological support has been produced. The theory of technological support to crime scene investigation supports the design and development of novel wearable technology.
The following paper outlines the potential capabilities of wearable technology and its application to crime scene investigation. Beginning with the methods used to gather data on the work of the CSI, it will focus on the data capture, recording and disseminative requirements, and also look at how specific research into wearable applications has been utilised to create a multifaceted system that conforms to the requirements of the forensic practitioner.
Understanding integration requirements
The specific application of novel technology needs to provide the necessary capabilities to complete the desired tasks. Therefore, prior to novel technological integration a full understanding of existing practice and of the system, within which integration is to be made, is required. The tasks and objectives of the CSI are varied, requiring the correct methods of search, recovery and preservation of forensic evidence at a variety of scenes.
The CSI employs a range of skills that, under usual circumstances, incorporates the search and recording of the scene's physical appearance, correct methods of forensic recovery and finally a fingerprint examination. In conjunction with this, the scene needs to be appropriately recorded and the origin of recovered evidence needs to be fully accounted for. The importance of scene recording is further necessitated by the demands of the Law Courts. Much of the information acquired by the CSI is further utilised by an array of specialist teams, both internal police departments and external organisations, who require the information to complete their specific tasks.
Understanding the process enables the formulation of applicable methods for supporting the forensic practitioner. This requires a system with the capability to provide specific support to each stage of the investigative process, e.g., the investigation invariably begins with the crime being reported to the call handler, or the relevant area control desk. Location and nominal histories can be viewed and a police officer can be dispatched to the scene.
Information on the nature of the crime, compiled by the call handler, becomes the first narrative in a sequence of narratives that are progressively assembled throughout each stage of the investigation, the wearable unit can be utilised to receive, display and record investigative data throughout the scene examination. Through dividing the process into a series of narratives, a specific application of the wearable unit can be assigned to that particular stage of the investigation.
The tasks and objectives of the crime scene examiner
Identifying and examining the tasks performed by the user and their interaction with the system is a fundamental approach to integrate suitable methods for enhancing and improving efficiency (Kirwan and Ainsworth 15 ).
Hierarchical Task Analysis (HTA) has been used to formulate an understanding of the procedures and protocols employed in the application of crime scene investigation. This method is essentially a decomposition of practice from high-level goals to sub-goals, presented in the form of a hierarchy, and described using 'plans' to specify the sequences in, and constraints under which tasks are produced 17 . Task analysis is, thus, a methodology that utilises specific techniques to collect and organise information, and utilise it to make various judgments or design decisions 15 .
To fully understand the goals and sub-goals of the CSI, a technique was required to establish when, and under which conditions, the sub-goal is to be carried out. The process began with understanding the nature of the police crime recording systems, and the methods employed to request officers to the scene. The next step is to establish how the information is received by the CSI, how it is recorded, and how the incident is allocated to the relevant officer. The task of the investigator at the scene needed to be defined; incorporating what was required in the crime scene notes, methods of specific evidence recovery and techniques of recording and measuring the origin of the evidence. Finally an understanding was required of how the recovered evidence was disseminated and utilised by the relevant groups involved in the broader investigative spectrum.
In order to adequately capture and integrate understanding of the varying processes a Hierarchical Task Analysis was produced. This enabled an understanding of the operations, and plans, which became the statements of the conditions under which these operations should be carried out 15 . The hierarchy of operations enables flexibility in accounting for the variability present at the crime scene. The flexibility of being able to understand the task in terms of the operations helped attain an understanding of the actions, and why the actions were required to be carried out in the order that they are.
The method of the HTA requires an awareness of the overarching principles of crime scene practice, along with the application of duties within the parameters of crime scene protocol stipulated by the varying governing bodies. The process requires objective and subjective data on the tasks of the forensic practitioner at the crime scene. The objective data derives from the varying protocols of crime scene science and the legislation governing evidence and data management. The subjective data was based on correlating information from accompanying operational CSIs during their daily activities.
Continued development of investigative practice has stimulated the development of differing technologies and expert services; most scene investigations are carried out with the synergetic deployment of a multifaceted team of investigators and services 11 . A crime scene can be defined as any space, or item that contains, or holds the potential to contain evidence that a crime has been committed or connecting something or someone to that crime (Jamieson 13 ). The crime scene can be spatially dispersed or confined to an item or object holding evidence potential; in addition, the examination can be inhibited by environmental factors, either natural constraints or operating within uncompromising surroundings.
The first author's experience as a CSI has served as a basic understanding of the vocational constraints that the forensic investigator encounters. To gain better understanding of the wider issues, it is imperative to gain an appreciation of the human factors affecting CSIs working in other locations. The nature of the investigator's work will vary according to their designated environment; this may be urban or rural. Other differences will exist between different police forces. The task of the CSI at the scene will be moderately uniform throughout the country as all CSIs should be trained to the same standards, differences may exist in the supporting systems and services of the relevant police force 19 . Some Scientific Support Units (SSU) increasingly utilise evidence management systems, many CSIs are requested via operation control desks, others receive the message electronically or via a printed request.
Analysis and understanding of objective data, subjective data and the physical processes of crime scene investigation helped the MsSAM team gain an understanding of the specific applications that the wearable device is required to perform, subsequently an idea of the required capabilities of the unit can be formulated. The importance of facilitating the management of the information flow has already been mentioned, in particular displaying the narratives from other stages of the investigation; however of equal importance is capturing the information that will constitute the CSI narrative, a narrative that formulates a scene hypothesis from the physical evidence afforded by the scene itself.
The first stage of the examination involves recording the scene, compiling the scene report and capturing relevant images, then facilitating a method of supporting the capture of relevant information pertaining to the recovery of specific evidence. Ongoing research further enhances the CSI's capabilities to recover and disseminate evidence for subsequent examination.
Several Police Forces and organisations continue to develop methods that enhance the efficiency of the investigative process by enabling the evidence to be analysed by the relevant expert at an earlier stage in the investigation. The wearable computer becomes the CSI data capture and management system providing the capabilities to support existing and developing technologies holding the capacity to organise the acquired scene information centrally for the perusal of the investigator, and the capacity to disseminate the information to the next link in the investigative chain.
Wearable Computers
Bass 1 observed that with the decreasing size and increasing power of modern computer components it was only a matter of time before computers that could be worn on the body began to appear. Progressive technological advancement has enabled each generation of computer devices to get smaller, more powerful and less expensive, and subsequently unobtrusively wearable. The MsSAM project requires an inconspicuous wearable device to be worn, not carried, and used to supplement excessive user interaction with data automatically captured through sensors monitoring the users actions at the scene. The system should augment the communicative capabilities to receive and disseminate information as and when it is required.
Much of the previous work on developing wearable technology has focused on 'job aids', i.e., presentation of a list of task steps together with the necessary documentation and images needed to complete a procedure, and the opportunity to enter data related to that procedure 14 . Some studies have shown that using a wearable computer to provide such information leads to faster, more efficient performance than using paper 1, 2, 3 ; whilst other studies have suggested the opposite 18, 4 . Further, people using the wearable computer tend to follow the instructions laid out on the display, whereas people using paper tend to adopt a more flexible approach 18, 4 . Thus, the notion of the wearable computer as a job-aid might be appropriate for work that can be highly prescribed, but might impair work calling for greater flexibility. An alternative approach, to be explored in this project, is to develop 'performance support systems', i.e. by moving from task steps to 'kernels' of knowledge, by introducing the opportunity to collaborate between people, and the opportunity to access a variety of data 'objects' that might be relevant to the current context.
The application of the wearable computer to the scenes of crime
The concept of wearable computing for police officers continues to be substantially researched by information technology companies and academic institutions worldwide. The improved data capture, handling, viewing and disseminative capabilities provided by the wearable computer can be highly beneficial to those working within the emergency services. Baber et al. 5 highlight the need for an appropriate user interface for police force applications. In particular, they suggested that the dialogue between user and computer should be kept to a minimum so that the wearer could concentrate his/her attentions on the work at hand. This would mean a device that can have a degree of 'context-awareness' 16, 7 , such that it can be recording data or providing information on the basis of the wearer's activity (as opposed to requiring continued request for information or entry of data by the user). Given the nature of field investigation, it might also be beneficial to have some means of recording images (digitally) and then allowing these to be annotated, e.g. through the collection of additional information 10 . The device will meet the performance needs of the CSI. It will provide suitable processing power to enable image acquirement and viewing capabilities, data capture capabilities from the varying sensors, and an ergonomic design which will be suitably robust and user friendly.
The crime scene investigator and the crime scene environment
The scene examiner becomes the first link in the evidential chain; his or her responsibility for the appropriate search, recovery and preservation of forensic evidence is imperative to ensure the full evidence potential is achieved from the recovered sample. Not only does the CSI's action govern the physical condition of the sample, he/she is also responsible for the appropriate recording of the sample's origin.
The physical appearance of the scene and the evidence recovered from within can sometimes provide vital information on the actions of the offender and help to reconstruct the events of the crime. In the same way the position of the evidence and its relative location to other objects contained within the scene could provide vital information for the investigator. On many occasions the information gathered from the scene can be as evidentially beneficial as the samples recovered; this information can subsequently be utilised for intelligence purposes. The information recovered by the CSI can be vital to the investigation, thus emphasising the need for accuracy and transparency in all aspects of the scene examination. There are currently several suitable evidence management systems available to SSUs, and, in order to minimise duplication and data inputting time, the resulting technological developments from the MsSAM project will need to be compatible with them.
Not only will integrated wearable systems need to be compatible with developing science, but it will also need to recognise existing information technology systems presently installed within the various police forces. Currently, many CSIs have to duplicate information, sometimes inputting the same data several times within different systems. The possibility exists for the scene data to be captured once, and then the information can be sent, or downloaded to other supporting systems. The integration of a wearable unit will require further research on its impact to the operational practice of the CSI, and whether the transparency, integrity and continuity of the digital evidence can be sustained or enhanced. Future research will also need to evaluate the ergonomic requirements of the device, its robustness, comfort, and whether the sensors will be a risk to contamination if used at multiple scenes. There are other issues relating to cost, servicing and reliability, issues that need to be resolved and further researched through continued communication and user trials.
Utilising past and current wearable computer research
The current methodology for utilising a wearable computer unit for crime scene investigation relies on providing relevant input and output capabilities. Figure 1 highlights the general concept behind the system architecture: the wearable unit will be connected to various sensors (to provide data concerning the person's location, the objects with which they interact, and some initial analysis data) and communication capabilities, e.g. between the user and the control room, and provision for data entry, e.g., through menu selection or through voice input. Figure 2 shows the current prototype designed and built by the group (see Cross and Baber, submitted, for more details).
During an investigation there is a flow of information from the person taking the initial reports to other officers involved in various aspects of the investigation. Both major and volume crime investigations begin with the ini- Feature tial crime report being taken by the call handlers and/or the control desk. At this point all the information available is recorded on the relevant operations and incident support system, and the information is then relayed to the first attending officer. If required the CSI may be requested to attend the incident, the request together with the incident data arriving either by a printed message, an electronic message or verbal request. The basic information flow to the CSI should include the incident number, a contact number, a contact name and an address. However, to maximise the efficiency of the scene examination all available information concerning the incident should be relayed to the attending CSI. A wearable computer for crime scene investigation will have the capability to store incident data and make it available to the operator when required, subsequently this information can be used to formulate the standard data requirements of the crime scene notes. On receiving the incident, the CSI's identity, the incident address, date and time can be collated and included in the crime scene notes.
This re-emphasises the concept of capturing information once digitally and avoiding duplication. There will inevitably be occasions when the user is required to interact with the device, in such circumstances an appropriately designed interface and menu system used in association with the varying sensors can predispose the current action, and with authentication from the user automatically record what the CSI is doing. The system can recognise the action from the relevant sensor and record the necessary data in the crime scene notes.
As the primary role of the CSI is to record the crime scene environment and the position of any evidence contained within the scene, the recording and collection of objects becomes the main input requirement to a computer system for the CSI. As a photographic image of the scene is taken, or an evidential sample is recovered, the activity is recorded in terms of date/time and position. Position can be recorded by a positioning system, supplied either through a Global Positioning System (GPS) or through a bespoke positioning system 7 , potentially replacing the need for more cumbersome measuring equipment.
If the evidence bag itself is tagged with a Radio Frequency Identification (RFID) tag that can be read when it is picked up and data written to it, data can be relayed, which will negate the need for the CSI to produce handwritten exhibit labels, or perform duplicative recording tasks of address, time and date, etc. Thus, when a CSI picks up an item and places it in an evidence bag, a report is already being written in terms of the CSI's identification name/number, date, time, place, type of evidence.
If required the CSI can then add additional information, perhaps in the form of a verbal description of the evidence. Furthermore, by providing the CSI with the capability to view incident data as it occurs in real time, the CSI would have the basic information required to find the scene and the necessary tools to begin an efficient and defined scene examination. The multifaceted unit can also provide the capabilities to display an audit trail viewed in the context of a time line of completed actions that occur throughout the course of the scene examination.
All communicative and data capturing features of the wearable device must be used in accord with the full transparency of the examination history. Once recorded there should be no manoeuvrability of the evidence, digital or otherwise. Once a digital action has been taken then it should be permanently recorded; however, mistakes will occur, and as with the written record, a method of acknowledging the input as a mistake, and a facility for correcting the error will be incorporated. This will be achieved without compromising the integrity of the report or evidence. The MsSAM team recognise the need for information transparency, continuity and security and the process of establishing wearable technology for the CSI will need to incorporate full comprehension of these issues.
Discussion
There are many issues to consider when integrating a system within investigative practice; the most important factors are that the methods being introduced are admissible in the law courts. The system will be designed to operate within the requirements of legislation stipulated by the systems of governance that regulate crime scene examination.
An objective and subjective method of gathering data on current crime scene practice was the initial step in beginning to understand the thought process, the tasks and objectives of the CSI. This has assisted in the formulation of a theory of technological support towards the development of new and current wearable technology for the benefit of crime scene examination. The device will have the capabilities to enhance the communicative productivity of scene examiners by enabling them to view and send incident data promptly; and through implementing the varying sensors the ability to capture scene data will be enhanced.
The current process has focused on the CSI and the investigation within the confines of the constabulary. This has enabled an understanding of the flow of information from the initial incident report to the process of evidence recovery, and the continuity of that evidence. Development of communication and information retrieval and disseminative capabilities, whilst enhancing the data capture capabilities of the CSI, will result in increased efficiency and efficacy of the investigative process. The possibilities exist for the developed concept of the wearable computer for general crime scene investigation to be extrapolated to specific forensic disciplines such as fire investigation, large-scale disaster investigation and forensic archaeology.
Conclusions
Methods to enhance a system must be conducted in a manner that sustains the quality of the practice whilst enhancing areas that improve the efficiency of the whole process. Continued communication with the potential end-users has been, and will continue to be, the backbone of the product design. In order to produce a continuous cycle of improvement in design, further understanding is required of the variances present in operational SSUs.
Over the course of the study the objective is to recognise the practical and cognitive activities of the CSIs and apply a wearable unit that fully supports their performance, enhances their productivity and quality in all aspects of their tasks, whilst supporting the needs and requirements of other groups associated with the investigative process. 
